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Business Cortinuity
Instityte

Overview

, About the BC)
M e i Sl

Primary
Objective of
‘Business
Continuity:

rwrz

e Allow business operations to continue under adverse
conditions (natural and manmade events)
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Event = Any Disaster Causing Business Disruption ,

- Examples

Flood

Earthquake

Wildfire

Heat

Tornado
Thunderstorm
Landslide

Tsunami

Dam Failure
Hazardous Material
Vandalism
Terrorism
Workplace Violence
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Government

Equivalent

Conﬁnuny Of IF
Operations i |

TEMA Dnuniutan of Operst ory Pisn

(COOP)

o Federal initiative -
Presidential Decision o s o
Directive 67 (PDD-67) e
e Ensures Executive e
Branch departments &
agencies are able to
continue essential Al
functions under a ¥ 2o
broad range of s
circumstances eI

o Topae PRFC ME D00 £IVXE

Fanseme ey

Eecarat Preparednass Ca¢ a0

http:/ /www.fema.gov/government/coop/index.shtm
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COOP Overview: Benefits
;COOP is a good business practice. [
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It enables agencies to contfinve their essential |
functions across a broad spectrum of hazards and {

RS R

=

emergencies

S

Objectives of COOP Planning /§g§go

e Ensure essential functions continue during an event {
* Reduce loss of life by minimizing damage and losses

* Ensure succession if leadership is unavailable

¢ Reduce or mitigate disruptions to operations

|
o Protect essential facilities, equipment, vital records, and ofher"
assets

o Achieve a timely and orderly recovery from an event

e Achieve a timely and orderly return to business as usual,
including resuming full service to internal and external !
customers i
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COOP Scope
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EFEMA: "Governments at all
fundamental responsibility

regardless of circumstances.”

levels have a
to
uninterrupted essential services to the public,
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provide

performed

manmade, or technological in nature

o Includes activities of all departments to ensure essential functions are

e Incorporates a wide range of emergencies and events, whether natural,

Scuence’

Health & Medicine  Mind 3 Brak:  Plasts & Animals ~ Eanh & Chmate  Space & Tima =~ Matter &

Science News

California Has More Than 99% Chance Of A Big Earthquake Within 30
Years. Repon Shows

© Srare Blog it
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> — Califomia has
more (han a 99% chance of having a magnitude 8.7
ar larger earthguake within the aext 30 years,
according scientisls using a new made’ tn
determine the pmbablhty of big quakes.
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‘Federal Preparedness Circular (FPC-65) guides COOP planning
‘in the Federal Executive Branch :
:

|

j[FPC-65 defines essential functions as those that enable !
'an organization to:

f

* Exercise civil authority

e Provide vital services
* Maintain the safety of the general public

e Sustain the industrial or economic base during an emergency

Bottom Line: Essential functions are an agency's business
functions that must continue with no or minimal
disruption.

COOP Overview:
Planning Considerations

joleelelelele)

COOP plans must:

* Be capable of implementation anytime, with and
without warning.

‘e Provide full operational capability for essential
functions not later than 12 hours after activation.

* Be capable of sustaining operations for up to 30
days.

-
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Elements of a Viable COOP Capability [

i
'

 Essential functions:

I

e Most important planning element |

e Basis for determining resource requirements:
Staffing

Vital information/critical systems

Equipment

Supplies and services
Facilities

While all functions performed
'by an organization may be
important, not all are essential.

Elements of a Viable COOP Capability

Q000000
000000 Q0

|dentifying/Prioritizing Essential Functiorls

¢ Agencies must determine functions that must be
continued in all circumstances.

e Essential functions include those that:
o Cannot be interrupted for 12 hours.
e Must be resumed within 30 days.

Essential functions are primarily based on your agency’s
customers and their needs.

Assigning a priority to the customers’ needs will help to
distinguish between essential and nonessential functions.
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e Really, what is MISSION CRITICAL?

e Narrow scope, then build outward
e Otherwise...
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-BCI
- e hitp://www.theb
ci.org/

THE BUSINESS CONTINUITY
INSTITUTE

GOOD PRACTICE GUIDELINES
(2005)
A Framework for

Business Continuity Management
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CSRMA’s Business Continuity Plan Builder
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* Many public works agencies have not addressed this
issue....

e Public works is critical in helping communities rebuild
after a disaster...
~o But only if they’re functional

o The BCP process can be overwhelming & expensive

e Current tools don’t “fit” public works necessarily

J
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Background
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e The Challenge:

e Build an interactive web-based application that:
Reflects the BCP needs of public works
Is intuitive

Is easy to use

Prompts the user toward focusing only on Mission Critical
items ‘

Identifies areas of current weakness

Provides a useful tool once completed

I —
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Risk Control Online
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Risk Control Online

Business Continuity Plan Builder

PURPOSE OF THE BUISINESS CONTINUITY PLANNER: Tre pomary goat ofter any sigifuant
disrupon, such as ¢ major corthquase, 5 19 protect pudlic heaith urt § Aol Spe-at-ons tor be
asumed. Things suth as 1egulat y compbante, Gdon control, e20. (ake 3 Lack seat 1o the goat of
Snply Qetling Sendqe away f1om homes 3od rismesses 10 ofder 10 "dp safeouars publk ~eakth.
e Busness Cortmuty Man Buid siyned (o relp you ARl WRDE you. aguny reeds 1o
MATLGES T BRI O e gl G SATe 13 AUl e Gt T TR Y Longitngrs.

Focus on Mission
Critical items
first...you can always
go back and add
more later.

s
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23
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What the Business Continuity Planner Is Not Deslgned To Do: The Buzeess CroLialy
Rlorwy 1 10T desined tuode ttfy vl the thngs yow Aol Ls Matrtinn meorial Gperaluns.
Hiweves, once you have - omge) e L0 Lot Al aperanuny, T
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'Business Continuity Plan Biil’deL/

The Business Contirouty Plan Budder s desigried o hetp you 1oertfy what YOU - Ageney needs 1o o
o maintain minimum oparations under emergency conditions. Tre parary go ter ary
SQrf.a s upton, suck as ¢ S0 e31NGUaKe, 15 1O Protect pubi heasth untl nermal oneratons
can be tesumed.

The Business Contiruity Plae Boider heips you create CoPtingency plang so yaor BGECY Can oy e
£l Services duriag EMEIGRIKY (rerations, Throughout the wian develcpirent provess YOU Wil De2
prompted 1o Geetfy v 5 essential o PIBABICY MU Soeratns, Ooce YOu Nove
wertified what 15 esventid, you will be guided theough developing cornogency PIANG WO cover
PUsSIblE Cisruplons.

Once you have tompleted the entire prooess for essenual OPLIBLLSS, the you Can use the Buikiness
Contruty Phan Bu«der 1o manaye non-esseatial stements of your Speratons av well. The apoloation
N PANE ot ruch NFGrMAtion as you wark to Ppul inta &, but be sure to start with only the

ch power, and ative for 9
minimum operations.

Cink on one of the cheices bekw (o create, edit, viaw or pont vour operational and Fdmurstratve
contngency pans,

Main Menu

View o Print Conticgnrcy Plars
Build o Edit Contrgency Plans Qperatiog Sygems
Buid o- Edit Cootrgency Plans - Adnupstrtive Systems
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Business Continuity Plan Builder

Criticat Oparational Conti

Thes secton of the Busimess Continuty Man Buider wi quide Yinr thioigh developing contiraency praee for
YOUr essentat admmistrative systems. Go through the process step-by-step foi the wmba plan
COVECHMENE, e vOu Cl (Ahrn 1 s screen Jater Lo Make changes or update mformaton.

CHel an each ik befow te entat MarTat-oa about the admen strative Systems that are essental to
PONEHONY I Cperations urdar Cmergency conditins. Work thraugh the finks a1 orger {from
Managerment thiough Finance) te e1sune CoMbiEton of the ertice continger:y plan,

Mapagement
Criticai Staffing

Governance
Step 1+ 1.
Sreu 7

Regulatory Agencics
Information and Documents

Pubfic Infarmation

Step i kg

.
* ey,

Finance
Step ity

U e v e

Employees

Reports Main Menu Log Out

i

11



Training Material Prepared & Provided By
David Patzer, Risk Management Solutions

_nﬂ-nﬂm---wt_h-n_
=t et cob 1o et tw infrmation lor thet il

Cell: 707.373.9709
Fax: 707.647.7200
Losscontrol@sbcglobal.net

Edit
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Key Managment Personne! Title
First Mame
Last Name

What i their normal spending authority?

What is their emergency speading
suthority?

Under what conditions would they be
granted their emergency spending
authordy?

Wha grants their amergency epending
Ithardy?
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Maaggeronet treugh £ranae) to e sue corplelan of tre ectire Zanbngency a0,
Management
Critical Staffing
Governance
* Step L [entdy doare Mamtars
® Siep X Free Mastig gt n
Regulatory Agencies
tnformation and Docurments
Public Information
* Siep 1 Mencly 2, 2 selatts
® Srep 2. [dersfy Tubia Domalon P T
Finance
® Step 10 lden by Acesuets
® Sep 2 ger fy A
Employees
Reqoits tain Menu Log Out
R .
Business Continuity Plan Builder Q00
. - [o]elele]
’ y ) ; - - [ele0]e]e]
COQC
00000
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The Business Continuity Plan Buitder 1s designed o help you dentify what your agency needs to do [e]e]e]e)
to maintain minimum operations under emergency conditions. The primary goal after any o O

sigrdficant disrupton, such as a major edrthguake, is to protect public health untit rormal operations
can be resumed.

The Business Continuity Plan Builder helps you Create contingency plans S0 yaur agancy Can provide
criical services during emergency operations. Throughout the plan development process you wili be
prompted to idently what s essential to maintaining minmum operations. Once you have
identified what is essental, you will be guded through develnping contingency Jans to cover
possible disruptions.

Once you have completed the antira grocess for essential oparations, thea you 2an use the Business
Contiauity Plan Bulider to manage non-essential eiements of your opecstans ag well, The apphcation
can handte as much information as you want [o put it it, but be sure 1o start with only the

essantial chemicals, power, equip and inistrative el ts for maintaining
minimum operations.

Cixck on orie of the chwices telow 1o create, edit, view or print your cperational and adm.mistrotive
cortingery plans.

Main Menu

View or Print Contingancy Plans
# " Build or Edit Contengency Plans - Dpesating Systems
Builg o Edit Cermingancy Plans - Adaynstzative Systems
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Business Continuity Plaw

Reports Main Menu

The Business Contiruty Plan Builder offers you many ways 1o view and print information. £ach operating
and admunistrative plan has a set of reports so that you can search for the information you need. The
apptlicat:an s designed as a working tool 50 that you can get the :nformation you need when you need it
from your agency or from a remaote location i the event of an emergency. However, you may choose to
orint hard copies of some or alt of the nformation for offiine refererce.

Select one of the plans befow and click Continue to view the list of reports availabie.

Power
Equipment

Chemical M

Administrative

Business Continuity Plan Builder Melele)
; s | 0660
- | OOCCOo
i OOCO
00000
Critical Operational Contingency Plans: Essential Operating Systems . O000
--Chemicals-- ’ o 8 C 8

Walcoms Darid Patzar. Plaane sslact  raport from the Bst below:

Chemical Summary Report
At of eger ¢ Lot neriy, what 6 ased for aad whore itz osed.

View Report

. Individual Chemical Report
_* Vi RE’pOlI Seuct a coenical frair The drop dewr ery 6 see the ful contingeedy plen for that
‘chemica.  Ferne Coiprae b

Individuat Supplier Report
View Report ST 3 sLop R oy By drop diein Moy b seve caetser, coftiadt, payevist and
deluery cfamaton Basic Cherecal Solations ¥

Sumarary of Chemical Suppliers Report
£ bt of the piers and 00 e CreTias by 50 oby.

) :V?'ew Report

Citernical Business Continuity Planning Report
Lomad aman g bens at roed te oo 300 asec in the cotTurgersy pan

Veew Feport

[ Reports Y Main Meno J_Log Ot
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City of Vacaville - Easterly

Individual Chemical Report 8880
Chemical Name  Ferric Chioride 88880
200072
COCC
0Co

OcC
QOC

St Tekenas BOC- 3366753

Eve yein, kgt

,4 B
|
I

| Secondary Contact:

time

Dartae Te mote

JLOS—

L Alternatve mode of defivery. {58 e

rm 0: e e L

|Secondary Supplier 000

| Secondary Suppiier:

! akhivte - 00000

| Main Telephone: [elelele]

';T“‘""“‘ T T e COQo0

rimary Cantact 0000
Name O [e]e] O
Caytene Tokephone:
CeRuis “elephane

_‘,_M_m_ﬁ
|
!

| Gaytene Tekephone: i
. Codelar “ciephiome (

H E o jency "o ephorie

T,
i Specinl Consideratinn:

i
| Pricing Protections: )
b

| Primary delivery routes:

' Mternative det

i
1
Jher ! !
HazMat Transportation: (
-
| Otfsite Delivery Option: J
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| Inventory Monitoring
E Normal Operating Conditions
3 ]

, Minimum laventory: i
} - Norma Bperating Conddions e oy vyt e Aty
i +{in days): H

[S191910102929)
OOO0Q000

| Re-Oroering Triggers
 Normat Oper ating Conditions:

" Who is Authos ized to purchase |
this chemicad during Normal | Oov ors
 Operating Conditions: ;

‘ Emergency Operating Conditions

 Migimum Taventory:
Emergency Operating MDA VertY Y B O < iy 2u 1A b thes
Conditions (in days )t i

Ra-Ordering Triggers
Emargency Operating et 1 GGEr 1 T T GO Y EemnT Pt C5E
Conditions: i

| Whea is Authorized to purchase |

: this chemical during

} Emergency Uperating
 Conditions:

| Cpeeston

{ Mutust ol sgroement(s) with

tha foi ) res): E“D ruisel et esmabi shed

Alternative Products

EThe following chemicals can be used as an alternate product if the
‘ modifications/ practices are implemented as noted in this contingency plan.

Afternative Processes
| The foitowing pi can be imp! ted to temporarily reduce dependency on this
| chemical. ;

Business Continuity Plan Builder

Reports Main Menu

‘Walcone David Petzer.
The Business Continu tv Plan Burider offers you many ways to view and gt information. Each operating
ard admirustratove slan has a set of reports 2o that you can search for the informaton you need. The
application is designed as a workerig 1D & tHat you Can gel the mformation you need when you novd £
from your agency Or frary 3 «orote 6caton i the aveat of on emaergency. Hewever, you may choose to
pant hard copes of scme or ak of the adformation for offine reference,

Sedoct one of the plans below and click Comunze o viev: the list of reparts a.alable.

. Power
# " Equipment
Chemical
Administrative

[ Contive § Main Menu ' Log Ot J
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. Equipment Name: Influent Pump j
Process: f Headworks
| T |
[ Onsite Contingencies: | ]
f SAUT-Ery Bk it ‘Punu 3 s5qspare ;
) b ; i |
: CPotEbe L0 Ak e St at an be cser ey ?r\one i
[ Ste cquipment tnat 1o .dd e discomneciod ad Lmag i % h
i tomposriy’ 1. e
; “Spare BRSO site.
| | Stave pars Supghar [ Not sppfeebie ‘ g
‘ —
,Offsite Contingencies: !
A R e e e T T S Y M R s WA - pom
“Mion tas ok und cent [ criteq peots
: T SOOARTGN from the e S At !
* Parmabhle x:"mm ord sl 348 sarwr g 2o ﬁ Aot Arphcable ,
S e | |
Additional Information: i

S

Reports Main Menu

Business Continuity Plan Bﬁil’dir’) 7

|

|

’ The Business Continuity Pan Builder cffers you many ways to view ard prt informaticn. Each operating
i and administiative plan has a set of reports so that you can search for the information you need, The
i

|

|

3

|

appication 1s dessgned as a working too! so that you can get the information you need when you need 1t
from your ageccy or fram a remote location in the event of an emergency. However, you may choose to
print hard copies of same or alf of the information for offline reference.

f
Seiect one of the plars belaw and click Continue 10 view the Uist of eports available, ,

' —? " Power
‘ Equipment

Chemical
Administrative

| L Contivve Y Wain tenu T Log Out . |
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i Individuat Equipmeit Resort
ﬁ View Report - Setert 3 prece o equeprwert From the drop down e 1o see the nfermation for that
! : T peove of eqprpraent 3
’ , . Process Bguipment List
1 Vew Repo;t T LSt of arecir cquprank b Cach (rOCess,
|
H a . Equiparent / power report
K V‘C“,"‘ F‘Efpo‘t Lot o power T Sonrces i eech Dwte of equpirent.
I
, i Individuat Supphes Report
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i
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City of Vacaville - Easterly : Business Continuity Plan
Planning Report

v ert Business Cootin .ty Pannieg Report

‘Influent Pump

g ESSENTIAL o
& rsOLICE)
T Eo expoecite

® f thete are oo GN-GITE backup ccupmert contmgenes for equiprert that bas bean ddenufied s
rartan g i s beatrent under EMERGENCY CONDITIONS, a «a raal sgency lor olber
showkd be getifed, Orae idertified, 3 RENTAL purchasi g sgreement shouid be pte-establishee vith ©
tental reeds Gurtrg emargencies. -

® f there are no ON-5ITE o RENTAL backup ecuipeent cortingencies for equipment that has been wentfied 25 being
ESSENTTAL 10 ma ntawurg minimum taatment under EMERGERCY CORDITIONS, mutuat ag programs shoud be
corsidered wib nearby wastewater agencies Once dentified, @ mutuat 2id LEKCING agreernent shou ¢ be
pre-cstantished with them to exped te lending reads during erorgercies. The Watec/Wastewate: Agency Response
Meteorw “utyal Aid agreement 1s ore source o cans cer Information on the Catforma WWARN can be tound at
wooew Calwarn org

® It o mootant to make sure that robie enwpment that may be borrowed under Mutual Axd terms, caro e tansported
1o the ste. An eva.uaton should be made to determine what agercy vehicles are capable of towng th s couipment, o ¢
the Mutual Ac agency is willing to cet ver the eqa prment 10 your site. Prow ae this nformation as part of the Busiress
Continuity Plan.

Summary 5908°

e CSRMA's Business Continuity Plan Builder seeks to:
e Encourage thinking ahead by making it easy
e Address critical services provided by public works

Identify current weaknesses

Streamline the process, save staff time and public

$588S
e It is available for non-CSRMA members
e Please contact me for information
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